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 Abstract  

This study aims to conduct a comprehensive comparative evaluation of 

traditional three-tier and application-centric data center network 

architectures within an enterprise environment. The research adopts a 

descriptive qualitative approach using a comparative case study design 

combined with design evaluation techniques. Empirical data were 

collected from a real-world data center operating both architectures 

concurrently across multiple sites, supported by documentation 

analysis, operational monitoring, and direct observation. The analysis 

is structured around five key capability dimensions, namely scalability, 

security, reliability, operational simplicity and agility, as well as 

network visibility and virtualization awareness. The findings 

demonstrate that the application-centric architecture significantly 

outperforms the traditional model in scalability, security, operational 

efficiency, and visibility. It supports a higher number of endpoints and 

nodes with lower resource utilization, achieves reduced network latency, 

enables fine-grained security segmentation, and provides centralized 

policy-based management with integrated monitoring capabilities. 

Although the traditional architecture shows slightly higher aggregate 

availability, this is primarily influenced by operational maturity rather 

than architectural superiority. The results indicate that the application-

centric approach offers a more adaptive, scalable, and secure solution 

for modern enterprise data center environments. This study contributes 

practical insights for network engineers and decision-makers by 

providing an evidence-based evaluation framework and highlighting key 

considerations for infrastructure transformation strategies. 

Introduction 

The exponential development of digital technologies and the transformation of business 

processes in the era of cloud computing have positioned data center infrastructure as a critical 

component supporting modern organizational operations (Maloo & Nikolov, 2022; Maloo, 

Nikolov, & Ahmed, 2023; Mujib & Sari, 2020; Nunes, Mendonca, Nguyen, Obraczka, & 

Turletti, 2014). Data centers are no longer passive repositories of computational resources; 

rather, they function as integrated environments that support mission-critical services across 

sectors such as finance, government, e-commerce, and cloud computing ecosystems (Janovic, 

2023; Rout, Sahoo, Patra, Sahoo, & Puthal, 2021). The rapid growth of artificial intelligence 

workloads, distributed computing, and microservices-based applications has significantly 

increased the complexity of network demands, requiring infrastructures that are not only 

reliable but also highly scalable, secure, agile, and capable of providing comprehensive 

network visibility (Frank & Beard, 2025; Maloo & Nikolov, 2022; Osundare & Bolatito Ige, 

2024). 
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For several decades, the Three-Tier architecture, consisting of access, distribution 

(aggregation), and core layers, has been widely adopted as the standard model for data center 

network design (Ahmadi, 2021; Bairy, 2021; Janovic, 2023). This hierarchical model was 

primarily engineered to support north-south traffic patterns, where communication flows 

between external clients and internal servers. However, the widespread adoption of 

virtualization, containerization, and microservices has fundamentally shifted traffic patterns 

toward predominantly east-west communication, where server-to-server interactions 

dominate within the data center fabric (Frank & Beard, 2025; Maloo & Nikolov, 2022). 

Studies indicate that east-west traffic may account for approximately 70–80% of total data 

center traffic, thereby challenging the fundamental assumptions underlying the traditional 

Three-Tier design (Maloo & Nikolov, 2022). As a result, the architecture becomes less 

efficient due to increased latency, suboptimal routing paths, and potential bottlenecks. 

One of the principal limitations of the Three-Tier architecture lies in its reliance on the 

Spanning Tree Protocol (STP) to prevent Layer 2 loops. While STP ensures network stability, 

it inherently disables redundant links, resulting in inefficient bandwidth utilization and limited 

scalability (Chiesa et al., 2021).  Additionally, traditional network management depends 

heavily on manual configuration via command-line interfaces on a per-device basis, which 

introduces operational inefficiencies and increases the likelihood of human error (Maloo et 

al., 2023; Prasetyo, Prihandi, Rifqi, & Budiarto, 2024). This approach is particularly 

unsuitable for modern data centers that require rapid provisioning and dynamic configuration 

adjustments. Furthermore, the security model of the Three-Tier architecture is predominantly 

perimeter-based, assuming implicit trust within internal network segments. Such an approach 

fails to provide granular inspection of east-west traffic, thereby creating vulnerabilities that 

facilitate lateral movement in the event of a security breach (Mujib & Sari, 2020; Wonor, 

Musa, & Osazuwa, 2025; Xu et al., 2025). 

In response to these structural limitations, Software-Defined Networking (SDN) has emerged 

as a transformative paradigm that separates the control plane from the data plane, enabling 

centralized network intelligence, programmability, and policy-driven management (Singh & 

Jha, 2017). SDN introduces a higher level of abstraction, allowing administrators to define 

network behavior through software-based policies rather than device-specific configurations. 

Among the various SDN implementations, Cisco Application Centric Infrastructure (ACI) 

represents one of the most mature and comprehensive solutions for enterprise data centers, 

integrating hardware components such as Cisco Nexus 9000 series switches with a centralized 

controller known as the Application Policy Infrastructure Controller (APIC) (Ahmadi, 2021). 

Unlike conventional SDN approaches based on OpenFlow, Cisco ACI adopts a declarative 

and application-centric policy model in which administrators define connectivity and security 

requirements at the application level (Zilberman et al., 2015; Ajayi et al., 2026).  These high-

level policies are automatically translated into detailed configurations that are distributed 

across the network fabric. The spine-leaf topology employed by ACI ensures predictable 

latency, typically limited to two hops between endpoints, while also enabling multiple equal-

cost paths that eliminate the need for STP and maximize bandwidth utilization (Ahmadi, 

2021; Systems, 2024a). This architectural approach enhances scalability, resilience, and 

operational efficiency compared to traditional hierarchical designs. 

Despite the increasing adoption of Cisco ACI in enterprise environments, existing literature 

provides limited comprehensive comparative analyses between Three-Tier and ACI 

architectures, particularly those grounded in real-world implementations. Prior studies tend 

to focus on isolated aspects such as performance (Hamidi Younessi, 2025), security through 

micro-segmentation [18], or automation efficiency (Prasetyo et al., 2024), without integrating 

these dimensions into a unified evaluation framework. Moreover, the discrepancy between 

vendor-recommended best practices and actual enterprise implementations is rarely examined 
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systematically, even though such analysis is essential for practical decision-making (Systems, 

2024a) 

Therefore, this study aims to address these gaps by conducting a comprehensive comparative 

evaluation of the Three-Tier architecture and Cisco ACI based on five key capability 

dimensions: scalability, security, reliability, operational simplicity and agility, as well as 

network visibility and virtualization awareness. The analysis is grounded in a real-world 

enterprise case study involving a data center that operates both architectures concurrently 

during an ongoing migration process (Harkiolakis et al., 2026; Palli, 2023;  By combining 

empirical operational data with a structured analytical framework, this research seeks to 

contribute both academically and practically by providing evidence-based insights and 

actionable recommendations for network engineers, architects, and IT decision-makers 

engaged in data center transformation initiatives. 

Methods  

This study adopts a descriptive qualitative approach, implemented through a comparative case 

study combined with design evaluation techniques. This methodological choice is considered 

appropriate because the research focuses on analyzing and comparing two complex 

sociotechnical systems namely, data center network architectures based on their operational 

characteristics and design attributes rather than on statistical hypothesis testing (Creswell & 

Creswell, 2022). The comparative case study approach enables an in-depth and contextually 

grounded examination within a real-world enterprise environment, while the design 

evaluation perspective provides a structured analytical framework to assess architectural 

performance against predefined criteria (Systems, 2024a). The overall research process is 

organized into five interconnected stages, beginning with a systematic literature review and 

benchmarking to establish theoretical foundations and best practice references, followed by 

case description and empirical data collection, gap analysis between actual implementation 

and vendor-recommended design, comparative evaluation across key capability dimensions, 

and finally synthesis leading to practical recommendations. To enhance the robustness of the 

findings, data triangulation was employed by integrating documentary evidence, operational 

data, and observational insights (Systems, 2024b). 

The empirical investigation was conducted at Data Center X (DC X), an enterprise-scale 

infrastructure operated by a major Islamic banking institution in Indonesia. This site was 

selected due to its unique operational condition in which both Three-Tier Legacy architecture 

and Cisco Application Centric Infrastructure (ACI) are simultaneously deployed across three 

geographically distributed locations, namely DC1, DC2, and a Disaster Recovery Center 

(DRC). Such a coexistence environment provides a rare opportunity for direct comparison 

under equivalent organizational, regulatory, and operational conditions. At the time of 

observation, the Three-Tier architecture consisted of approximately 65 switching nodes 

distributed across DC1 and DRC, supporting around 5,000 endpoints and managed through 

decentralized CLI-based configurations. In contrast, the Cisco ACI deployment comprised 

more than 100 leaf switches and six spine switches across three sites, supporting over 7,000 

endpoints and centrally managed through a cluster of APIC controllers integrated via Cisco 

Nexus Dashboard Orchestrator in a multi-site architecture. The financial services context 

further introduces stringent requirements related to security compliance, availability, and 

operational reliability, thereby strengthening the analytical depth of the study. All institutional 

identifiers have been anonymized in accordance with a Non-Disclosure Agreement, and all 

observations were conducted with informed consent from relevant stakeholders without 

disrupting operational processes. 

Data collection was carried out through a combination of primary and secondary sources to 

ensure both empirical depth and theoretical rigor. Primary data were obtained through four 
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main techniques. First, design documentation analysis was conducted on High-Level Design 

(HLD), Low-Level Design (LLD), topology diagrams, and ACI policy configurations, 

including Tenant, VRF, Bridge Domain, Endpoint Group, and Contract structures. Second, 

operational data were extracted from monitoring systems, covering metrics such as 

availability, CPU utilization, network latency, and packet loss across a three-month period 

from December 2025 to February 2026, involving 147 legacy nodes and 238 ACI nodes. 

Third, direct observation of network operations was performed through authorized sessions, 

enabling documentation of provisioning workflows, troubleshooting processes, and incident 

response practices. Fourth, informal expert consultations with network engineers and 

architects provided contextual insights into design decisions and operational trade-offs. 

Secondary data were used to establish benchmarks and theoretical grounding, including 

Cisco’s official design guides, certification materials, technical whitepapers, and peer-

reviewed academic literature from recognized databases, as well as industry standards such 

as TIA-942-B and Uptime Institute classifications (Al-Fares, Loukissas, & Vahdat, 2008; 

Benson, Akella, & Maltz, 2010; Kreutz et al., 2015). 

The comparative evaluation in this study is structured around five key capability dimensions, 

namely scalability, security, reliability, operational simplicity and agility, and network 

visibility with virtualization awareness. These dimensions were identified through a 

combination of practitioner insights and literature review, where they consistently emerge as 

the principal criteria for evaluating data center network architectures (Haji et al., 2021; 

Hamidi Younessi, 2025; Singh & Jha, 2017). Each dimension is operationalized through 

specific indicators. Scalability refers to the ability of the architecture to accommodate growth 

in devices, endpoints, and traffic volume, including aspects such as modular expansion and 

bandwidth capacity. Security encompasses segmentation models, policy granularity, Zero 

Trust implementation, and resistance to lateral movement threats. Reliability is assessed 

through redundancy design, failover mechanisms, convergence time, and availability levels. 

Operational simplicity and agility relate to management models, automation capabilities, 

provisioning speed, and adaptability to continuous deployment environments. Network 

visibility and virtualization awareness involve monitoring depth, endpoint tracking, telemetry 

capabilities, and integration with virtualized or containerized environments. 

The analytical process combines descriptive, comparative, and gap analysis techniques. 

Descriptive analysis is used to construct a detailed representation of each architecture, 

including topology, operational behavior, and policy structure. Comparative analysis is then 

conducted through systematic side-by-side evaluation based on the defined capability 

dimensions, supported by both qualitative observations and quantitative operational metrics 

such as availability percentages, CPU utilization, and latency measurements. Gap analysis is 

applied to identify discrepancies between the actual implementation of Cisco ACI at DC X 

and Cisco’s recommended best practices, focusing on aspects such as tenant design, contract 

configuration, VRF placement, and multi-tenancy strategy. Comparative references from 

other institutions implementing ACI in alignment with best practices are used to contextualize 

these deviations. Finally, the results are synthesized to identify patterns, trade-offs, and 

strategic implications, which form the basis for developing practical recommendations 

aligned with established migration frameworks (Ahmadi, 2021; Systems, 2024a).  

To ensure the trustworthiness of the findings, this study applies data triangulation by 

integrating multiple data sources and methods, thereby reducing potential bias and increasing 

validity. Researcher reflexivity is also acknowledged, particularly in relation to the 

investigator’s professional background in network engineering, which may influence 

interpretation. Ethical considerations are strictly observed through compliance with Non-

Disclosure Agreements, anonymization of sensitive information, and the use of informed 

consent for all contributing stakeholders. 
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Results and Discussion 

Operational Performance Comparison 

Operational data were collected from 385 monitored nodes, comprising 147 Three-Tier 

Legacy nodes and 238 Cisco ACI nodes across DC1, DC2, and the Disaster Recovery Center 

(DRC) from December 2025 to February 2026. The architectural description separately 

reports approximately 65 switching nodes in the Three-Tier environment and more than 106 

nodes in the Cisco ACI environment. The main operational performance results are 

summarized in Table 1. 

Table 1. Operational Performance Comparison between Three-Tier Legacy and Cisco ACI 

Metric Three-Tier Legacy Cisco ACI Difference Superior 

Endpoints Supported ~5,000 (2 sites) 
~7,000+ (3 

sites) 
+40% ACI 

Switch/Node Count ~65 nodes 106+ nodes +63% ACI 

Mean CPU Utilization 10.26% 3.33% −68% ACI 

Mean Network 

Latency 
7.21 ms 3.22 ms −55% ACI 

Median Network 

Latency 
3.50 ms 1.00 ms −71% ACI 

ICMP Average 

Latency 
4 ms 4 ms None Equal 

ICMP Maximum 

Latency 
13 ms 11 ms −15% ACI 

Packet Loss 0% 0% None Equal 

Traffic Distribution 
Asymmetric (55–

92%) 

Balanced (3–

5%) 
— ACI 

Cisco ACI recorded substantially lower mean CPU utilization than the Three-Tier Legacy 

architecture, at 3.33% compared with 10.26%, representing an approximately 68% reduction. 

Two legacy nodes reached peak CPU utilization of approximately 92–99%, indicating 

substantially higher resource utilization within parts of the legacy environment. 

Network latency measurements also favored Cisco ACI. Mean latency decreased from 7.21 

ms in the legacy architecture to 3.22 ms in ACI, while median latency decreased from 3.50 

ms to 1.00 ms. A separate ICMP test using 200 packets per endpoint showed an identical 

average latency of 4 ms for both architectures; however, the maximum latency was lower in 

ACI at 11 ms compared with 13 ms in the legacy environment. No packet loss was recorded 

for either architecture. 

Traffic distribution showed a further difference between the two architectures. The ACI 

environment maintained load variance of approximately 3–5 percentage points across active 

uplinks, whereas the legacy environment showed considerably more asymmetric traffic 

distribution, with variance ranging from 55–92 percentage points across blocked and active 

paths. 

Site-Level Availability Analysis 

Availability was further examined at both aggregate and site levels because the ACI 

environment included DC2, a newly commissioned site that remained in an active 

stabilization phase during the observation period. The results are presented in Table 2. 
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Table 2. Aggregate and Site-Level Availability 

Location Three-Tier Legacy Cisco ACI Comparative Result 

DC1 99.9992% 100.0000% ACI slightly higher 

DC2 Not reported 99.6489% ACI site under stabilization 

DRC 99.9998% 99.9994% Approximately equal 

Aggregate 99.9995% 99.8169% Legacy numerically higher 

At the aggregate level, the Three-Tier Legacy architecture recorded availability of 99.9995%, 

compared with 99.8169% for Cisco ACI. However, the ACI aggregate value was substantially 

affected by DC2, where 124 nodes were part of a newly commissioned site undergoing 

operational stabilization and recorded availability of 99.6489%. 

Site-level comparison showed a different pattern. At DC1, Cisco ACI achieved 100.0000% 

availability compared with 99.9992% for the legacy architecture. At DRC, legacy and ACI 

availability were 99.9998% and 99.9994%, respectively, representing a difference of only 

0.0004 percentage points. Thus, the observed aggregate availability difference was primarily 

associated with the lower availability recorded at the newly commissioned DC2 ACI site. 

Gap Analysis: Implementation versus Recommended Design 

The Cisco ACI implementation at DC X was evaluated against Cisco's recommended design 

approach and reference implementations at DC Y and DC Z. The analysis identified several 

differences between the implemented architecture and the recommended configuration, 

particularly in Tenant architecture, Contract configuration, and VMM Integration, as 

summarized in Table 3. 

Table 3. Gap Analysis of Cisco ACI Implementation at DC X 

Evaluation 

Aspect 

Recommended 

Design 
DC X Implementation 

Identified 

Implication 

Tenant 

Architecture 

Separate Tenants 

according to 

business unit or 

application domain 

Core objects, including 

L3Out configurations, 

Bridge Domains, route 

maps, and Contracts, are 

consolidated within the 

Common Tenant; EPGs are 

located in user-defined 

Tenants 

Simplifies current 

operation but may 

constrain future 

multi-tenancy 

development 

Contract 

Configuration 

Contract 

configuration 

aligned with Tenant 

and application 

segmentation 

Contract scope configured 

at the VRF level 

Supports prevention 

of unintended 

cross-Tenant 

communication 

VMM 

Integration 

Integration with 

virtualization 

platforms for 

automated endpoint 

and policy 

management 

VMM Integration is not 

activated 

Limits real-time 

virtual endpoint 

tracking and 

hypervisor-

integrated policy 

provisioning 

The most substantial architectural deviation concerned Tenant design. DC X centralized core 

infrastructure objects, including L3Out configurations, Bridge Domains, route maps, and 

Contracts, within the Common Tenant, while Endpoint Groups were maintained in user-
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defined Tenants such as serverfarm, shared-service, and dmz. This configuration was adopted 

to simplify operational management and reduce configuration navigation requirements. 

Contract scope was configured at the VRF level rather than at the Global level. This 

configuration remained consistent with the operational requirement to prevent unintended 

communication across Tenants. However, the current Tenant structure may require 

architectural modification if the organization later expands the ACI environment to 

accommodate subsidiaries or third-party entities requiring stronger administrative and policy 

isolation. 

A further gap concerned the non-activation of VMM Integration. DC X deliberately 

maintained separate operational responsibilities between the network engineering and server 

administration teams. As a result, native ACI integration with virtualization platforms was 

not implemented, limiting automatic port-group provisioning, real-time virtual endpoint 

tracking, and hypervisor-integrated policy management. 

Comparative Evaluation across Five Key Capability Dimensions 

The two architectures were subsequently compared across the five capability dimensions 

defined in the study: scalability, security, reliability, operational simplicity and agility, and 

network visibility and virtualization awareness. The comparative findings are summarized in 

Table 4. 

Table 4. Comparative Evaluation across Five Key Capability Dimensions 

Dimension Three-Tier Legacy Cisco ACI Outcome Margin 

Scalability 

STP-limited; cascade 

expansion; ~5,000 

endpoints across 2 

sites 

Modular expansion; 

7,000+ endpoints 

across 3 sites 

ACI High 

Security 

Perimeter-based; 

implicit permit; 

limited east-west 

visibility 

EPG/Contract 

whitelist; micro-

segmentation; 

Service Graph 

ACI High 

Reliability 

STP reconvergence; 

mature aggregate 

availability of 

99.9995% 

ECMP active-active; 

sub-second failover; 

DC1 availability of 

100% 

ACI* Moderate 

Operational 

Simplicity and 

Agility 

Per-device CLI; 

manual configuration; 

no centralized API 

APIC, NDO, NDI; 

REST API; intent-

based automation 

ACI High 

Visibility and 

Virtualization 

Awareness 

Per-device SNMP; 

fragmented network 

view; no native VM 

awareness 

Fabric-wide 

telemetry; endpoint 

tracking; health 

scoring 

ACI High 

The numerical aggregate availability advantage of the legacy architecture was influenced by 

the stabilization of the newly commissioned DC2 ACI site. 

Scalability 

The Three-Tier architecture at DC X showed scalability constraints associated with its 

hierarchical structure and STP-based operation. Expansion of port capacity required 

additional Access and Aggregation switches and increased configuration complexity as the 

environment expanded. The legacy architecture supported approximately 5,000 endpoints 

across two sites. 
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In comparison, the Cisco ACI environment supported more than 7,000 endpoints across three 

sites and operated with substantially lower mean CPU utilization. The ACI spine-leaf 

architecture also allowed Leaf switches to be added for port expansion and Spine switches to 

be added for backbone capacity without restructuring the existing fabric. The observed scale 

of 106+ nodes and more than 7,000 endpoints demonstrates the larger operational capacity of 

the ACI environment. 

Security 

The legacy architecture employed a perimeter-oriented, VLAN-based segmentation model. 

Traffic within the same VLAN could traverse the access network without firewall inspection, 

resulting in limited control and visibility over east-west communication. 

Cisco ACI applied an EPG and Contract-based model in which communication between 

application groups was governed by explicit policies. The architecture also supported micro-

segmentation and Policy-Based Redirect for steering selected traffic through firewall or 

intrusion-prevention services. NDO enabled consistent propagation of policies across the 

three ACI sites. These characteristics provided more granular segmentation and policy control 

than the legacy architecture. 

Reliability 

The aggregate availability results numerically favored the Three-Tier Legacy environment. 

However, this result was substantially influenced by the newly commissioned DC2 ACI site. 

At operationally mature sites, the difference was minimal. ACI achieved 100.0000% 

availability at DC1 compared with 99.9992% for the legacy architecture, while the difference 

at DRC was only 0.0004 percentage points. 

The architectures also differed in their redundancy mechanisms. The legacy environment 

relied on STP-based path management, whereas ACI used ECMP active-active forwarding. 

The ACI management and data planes were also separated through the APIC-based 

architecture, allowing forwarding operations to continue based on the existing programmed 

hardware state even when controller connectivity was unavailable. 

Operational Simplicity and Agility 

Management of the Three-Tier environment was performed primarily through individual CLI 

access across approximately 65 devices. Configuration changes therefore required device-

level administration and created greater dependence on manual operational procedures. 

Cisco ACI centralized network management through APIC, while NDO supported policy 

orchestration across multiple sites and NDI provided additional operational monitoring and 

assurance capabilities. The availability of REST APIs also enabled integration with 

automation platforms and Infrastructure-as-Code tools such as Ansible, Terraform, and 

Python. Therefore, the ACI environment provided a more centralized and automation-

oriented management model than the legacy architecture. 

Network Visibility and Virtualization Awareness 

The Three-Tier Legacy environment relied primarily on SNMP polling, syslog, and device-

level CLI commands. Consequently, operational information was distributed across 

individual network devices and required manual correlation. 

Cisco ACI provided fabric-wide endpoint tracking, hierarchical health scoring, and integrated 

flow telemetry. Endpoint information, including MAC address, IP address, and Leaf 

attachment point, could be tracked across the fabric. However, the full virtualization-

awareness capability of ACI was not utilized at DC X because VMM Integration had not been 

activated. The implementation therefore demonstrated substantially greater network visibility 
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than the legacy architecture, although its virtualization integration capabilities remained only 

partially utilized. 

The findings of this study provide robust empirical support for the proposition that Cisco ACI 

constitutes a fundamentally more capable architecture than Three-Tier Legacy for modern 

enterprise data center environments across four of the five evaluated dimensions. The 

scalability, security, operational simplicity, and visibility advantages are not marginal 

improvements; they reflect qualitatively distinct design paradigms. The elimination of STP-

imposed bandwidth and domain-size constraints, the transition from perimeter-centric to 

micro-segmented Zero Trust security, the shift from per-device CLI management to 

centralized intent-based policy, and the move from fragmented device-level monitoring to 

fabric-wide telemetry each represent substantive advancements addressing documented 

structural limitations of the Three-Tier model (Bairy, 2021; Hamidi Younessi, 2025). 

The single dimension on which the legacy architecture retains a numerical advantage 

aggregate availability must be interpreted with considerable caution (Wang et al., 2025; 

Sebastian, 2025; Pepe et al., 2026). The 0.18 percentage point gap is predominantly driven by 

DC2, a newly commissioned ACI site still in active stabilization, whose inclusion in the 

aggregate figure depresses ACI's mean. Site-level comparisons at mature deployments 

demonstrate that ACI is comparable or superior in availability, and the structural superiority 

of ECMP active-active failover sub-second versus 1–50 seconds for STP reconvergence 

constitutes a more deterministic reliability model for mission-critical financial services 

workloads. These findings are consistent with the reliability analysis of Hamidi Younessi 

(2025) and the broader SDN reliability literature surveyed by Kreutz et al (2015). 

The gap analysis at DC X illustrates a recurrent tension in enterprise SDN deployments 

between architectural purity and operational pragmatism. The Common Tenant object 

consolidation strategy is a defensible simplification for a single-organization context at 

current scale, but introduces constraints on future multi-tenancy evolution that architects 

should explicitly document and plan for. The non-activation of VMM Integration, while 

organizationally motivated, foregoes a significant portion of ACI's differentiated value real-

time virtual endpoint tracking, hypervisor-integrated policy provisioning, and end-to-end 

overlay-to-underlay visibility. As Indonesian banking technology organizations evolve 

toward integrated network-cloud operations models (Osundare & Bolatito Ige, 2024), this 

represents a high-value, tractable optimization pathway. 

The empirical findings of this study both corroborate and extend prior literature. The 

scalability advantages of spine-leaf topology over Three-Tier hierarchical design, as 

articulated by Bairy  and Maru are confirmed by the DC X operational data showing that the 

ACI fabric supports 40% more endpoints and 63% more nodes at 68% lower CPU utilization. 

The security findings extend the micro-segmentation literature of Mujib & Sari (2020) and 

Wonor et al (2025) from experimental settings to a production financial services environment, 

contextualizing them within a comprehensive architectural comparison that illustrates the 

structural impossibility of equivalent micro-segmentation under VLAN-based Three-Tier 

design. The operational simplicity findings extend the automation efficiency evidence of 

Prasetyo et al (2024) by situating provisioning time reductions within a broader five-

dimension evaluation framework and identifying proactive operational assurance capabilities 

NDI anomaly detection, pre-change analysis, firmware advisory scanning not examined in 

prior work. Collectively, this study contributes the first holistic, real-world enterprise case 

study evaluating all five capability dimensions simultaneously in a three-site production 

deployment with financial sector regulatory requirements (Aydin, 2026; Omar & Badar, 

2026). 
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For practitioners, the findings carry several actionable implications. Network engineers 

adopting Cisco ACI should recognize that effective deployment requires a paradigm shift 

from device-centric to policy-centric thinking; organizations that retain CLI-centric habits on 

an ACI platform risk negating a substantial portion of its agility benefit. Investment in naming 

standards, object governance policies, and automation toolchain integration at the outset of 

deployment is strongly recommended. Network architects should design tenant structures 

with future multi-tenancy requirements in mind even when immediate organizational context 

does not demand it, and should treat VMM Integration activation as a near-term optimization 

priority rather than an optional capability. For IT decision-makers in similar Indonesian 

enterprise contexts, the study provides quantitative evidence 68% CPU reduction, 55% 

latency reduction, and elimination of STP-blocked bandwidth supporting the business case 

for migration, alongside security posture improvements directly relevant to Indonesian 

banking regulatory compliance requirements (Nasution, 2023; Makmur, 2024; Arifin et al., 

2024). 

Based on the operational insights derived from DC X's active migration process, a six-phase 

migration framework is proposed: (1) Assessment comprehensive inventory of workloads, 

VLANs, gateways, application dependencies, and L4–L7 service chains; (2) Fabric Build ACI 

spine-leaf commissioning, APIC cluster validation, and L3Out-based coexistence 

connectivity; (3) Incremental Workload Migration per-application-group migration with 

structured validation cycles; (4) Gateway Migration transfer of default gateway functions to 

ACI Border Leaf with careful attention to ARP behavior and forwarding continuity; (5) L4–

L7 Integration and Policy Optimization Service Graph migration, Contract consolidation, and 

NDI-based compliance monitoring; (6) Finalization and Legacy Decommission 

documentation update, monitoring baseline refresh, and legacy infrastructure removal only 

after sustained traffic stability validation. Each phase should incorporate predefined rollback 

criteria to mitigate migration risk in production financial services environments. 

Conclusion  

This study presented a comprehensive comparative evaluation of Three-Tier Legacy and 

Cisco ACI architectures across five key capability dimensions, grounded in three months of 

operational data from 385 nodes distributed across three sites in an enterprise Islamic banking 

data center in Indonesia. The findings demonstrate that Cisco ACI outperforms Three-Tier 

Legacy in four of five dimensions with decisive advantage: scalability (40% more endpoints, 

63% more nodes, 68% lower CPU utilization), security (micro-segmented EPG/Contract 

whitelist versus perimeter-only VLAN control), operational simplicity and agility (centralized 

APIC/NDO/NDI management and full API programmability versus per-device CLI), and 

network visibility and virtualization awareness (fabric-wide endpoint tracking and 

hierarchical health scoring versus fragmented per-device monitoring). On reliability, the 

legacy architecture's superior aggregate availability reflects operational maturity and a 

deployment maturity artifact rather than architectural design superiority; at site-equivalent 

mature comparisons, ACI is comparable or superior, and its ECMP active-active failover 

model provides structurally more deterministic convergence than STP-dependent 

reconvergence. 

The gap analysis identified the Common Tenant consolidation strategy as a pragmatic 

deviation from Cisco's multi-tenant design recommendation defensible at current 

organizational scale but introducing constraints on future architectural evolution and the non-

activation of VMM Integration as a consequential capability gap that should be addressed as 

operational team boundaries evolve. Taken together, the findings support the conclusion that 

migrating from Three-Tier to Cisco ACI constitutes a strategically sound infrastructure 

investment for enterprise data centers facing demands for increased scale, granular security 

enforcement, operational automation, and comprehensive network visibility. The six-phase 
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migration framework proposed in this study provides practitioners with a structured, 

empirically grounded roadmap for managing this transition in high-availability production 

environments. 

Future research should extend the observation period to six to twelve months and incorporate 

multiple case study sites across different industry sectors to strengthen generalizability. 

Quantitative total cost of ownership (TCO) analysis, comparative evaluation of VMM 

Integration activation impact on operational efficiency, and investigation of ACI's 

performance characteristics under AI/ML and GPU-cluster east-west traffic at terabit scale 

represent important directions for subsequent investigation. 
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